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Opioid Crisis in Green County 

The Healthy Community Coalition of Green County, WI, has identified reducing substance 

abuse as a high priority goal (Green County, 2018). Opioid use in particular is concerning; 

Wisconsin as a whole is in the midst of a drug overdose epidemic driven by opioids (Wisconsin 

DHS, 2017). Between 2013-2015, Green County had 7 overdose deaths involving opioids with a 

rate of 6.3 opioid overdose deaths per 100,000 persons. 

There has been a ten-fold rise in Green Country hospital encounters involving opioids since 2006 

(Wisconsin DHS, 2017). Compared to other Wisconsin counties in 2014, Green County is in the 

highest quintile for rates of hospitalizations involving opioids in general (58.7 hospitalizations 

per 100,000 persons), opioid prescriptions (40.6 hospitalizations per 100,000 persons), and 

heroin poisonings (13.5 hospitalizations per 100,000 persons). Between 2011 and 2015, 

ambulance runs in Green County where Naloxone was administered has more than doubled, and 

rates of neonatal abstinence syndrome has steeply increased. Additionally, the number of Green 

County residents seeking opioid treatment by the Department of Human Services has tripled in 

recent years (Gibson, 2018). 

The Need for Data Sharing 

There are multiple stakeholders involved in the opioid epidemic, including law enforcement, 

courts, jails, healthcare, and emergency medical services (EMS). Each of these stakeholders’ 

perspective is crucial to understanding the broad factors contributing to and driving this opioid 

use. In Green County, community partners are motivated to address this opioid use, but each 

stakeholder only has access to part of the data. Community partners must be able to effectively 

communicate these views, as well as data related to opioids, to develop appropriate solutions. 

Currently, Green County stakeholders rely on data from the Department of Health Services for 

opioid-related health outcomes. This data is often outdated by several years, which leads to 

delays in fully understanding this rapidly evolving epidemic and makes it difficult to achieve 

adequate funding and implement programs. 

To combat this issue, Green County hopes to develop a platform that will allow for opioid-

related data to be shared between agencies. Community partners would update the platform 

regularly so the data remains relevant and easily accessible. Access to a diverse set of data would 

improve understanding of local opioid use, help develop policy recommendations to address 

opioid use, and be a key component of grant application processes, which in turn will provide 

opportunities to increase funding for opioid related programs in Green County. It is hoped that 

this data sharing initiative would also increase collaboration between stakeholders and facilitate 
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development of mutual strategies and goals. Overall, this would facilitate a better informed and 

more efficient approach to the opioid crisis in Green County. 

The goal of our project was to create a plan and timeline for the development of a data sharing 

platform in Green County by analyzing examples and best practices of data sharing initiatives. 

Below, we have provided community stakeholders with detailed information on appropriate 

methods for data collection and management, as well as opioid-related metrics to consider 

including. Our timeline will consist of short, medium, and long-term goals for the community to 

work towards in addressing the issue of data sharing for opioid use. 

Types of Data Sharing Systems 

Sharing data is a complex process, but utilizing technology has been shown to improve 

understanding, efficiency, and effectiveness of the data (Hofman, 2014). There are many systems 

for sharing data between organizations, each with unique advantages and limitations. Some of 

the existing systems for sharing information include maps, dashboards, integrated data systems 

(IDS), and health information exchanges (HIE). The following section discusses a few of the 

available options for developing a data sharing system along with the associated challenges of 

each. While the following categories are fixed, there is often overlap between these categories 

when systems are created. Specific examples from the following systems will be discussed later 

in this report.  

Maps 

Maps are data sharing tools that allow you to communicate data spatially based on location and 

geography. Maps provide a unique way to visualize relationships by layering different 

information. However, maps are limited to presenting data spatially and may require the data to 

be in a specific format. Some examples of specific programs to create maps include ArcGIS and 

ODMAP. 

Data Dashboards 

A similar method of data sharing is with a data dashboard, which is an information management 

tool that provides a central location to monitor and analyze the data. Dashboards allow for all 

metrics to be consolidated and stored in one place, but they may not be the most user-friendly 

and may require technical assistance from the software developer or an IT professional (Hofman, 

2014). An example of a software that allows you to create data dashboards is Tableau. 

Programming software like RStudio could also create tables and figures for a dashboard, but 

requires experience with the R programming language. 
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Integrated Data Systems (IDS) 

IDS link individual level data between multiple agencies (Data Integrated Systems, 2018). IDS 

can be used to evaluate programs and policies, but may require extensive technical resources and 

there may be a delay between information in the IDS, in reports, and in reality (Data Integrated 

Systems, 2018). Examples of IDS include data warehouses, which standardize and store 

information centrally, or portals, which store the information in separate systems.  

Health Information Exchanges (HIE) 

HIE are slightly different from the previous three systems in that they only facilitate the sharing 

of healthcare information. HIE allow the sharing of patient electronic medical records (EMR) 

within a region, community, or hospital system (Health Information Exchange, 2018). They are 

limited by the information contained in the medical record. Epic Care Everywhere is an example 

of an internal HIE. 

Opioid-Related Metrics 

There are many opioid-related metrics that Green County stakeholders could consider sharing. 

These span several different domains, including healthcare, law enforcement, the district 

attorney, and court system. 

With more data and metrics shared between stakeholders hopefully comes a better understanding 

of opioid-related needs in Green County. Additionally, a larger variety of agencies sharing data 

will create a stronger network of stakeholders and improved buy-in when collaborating to 

develop and implement comprehensive solutions to the opioid crisis. However, there is a clear 

trade off -- when including more metrics from a larger number of stakeholders, the data sharing 

will become more complicated and expensive. 

Below, several opioid-related metrics to consider including in this data-sharing project have 

been outlined. The likely sources of this data have also been included. 

Healthcare-Related Opioid Metrics 

Opioid Overdoses - Fatal 

Fatal overdoses due to opioids are a very important metric to track in Green County. As the 

opioid epidemic has grown nationally, deaths due to opioid overdoses have also risen 

dramatically (Kolodny et al, 2015). Having data concerning fatal overdoses, especially in real 

time, could give Green County stakeholders a better chance at mounting prompt public health 
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responses to overdoses and preventing future deaths. Overdose death locations could also help 

guide interventions. 

In addition to the number of fatal overdoses involving opioids, it may be important to track 

whether these overdoses were caused by specific drugs, including: prescriptions (e.g. oxycodone, 

hydrocodone, methadone); heroin; or synthetic (fentanyl or other illicitly manufactured drugs) 

(Washtenaw County Health Department, 2018). Socioeconomic status for individuals with fatal 

overdoses could be tracked, which could be further broken down by drug type (Washtenaw 

County Health Department, 2018). Subcategories of fatal overdoses could include unintentional 

deaths, intentional deaths, undetermined deaths, and homicide. 

Potential data sources include the county coroner/medical examiners; police; emergency medical 

services; the State Unintentional Drug Overdose Reporting System (SUDORS); or ODMAP (see 

Appendix A). 

Opioid Overdoses - Non-Fatal 

Non-fatal opioid overdoses are another important health metric to track over time. Overdoses are 

one of the clearest manifestations of the opioid crisis, especially as the number of individuals 

using heroin and fentanyl grow. Non-fatal overdoses also represent an opportunity to intervene, 

as these individuals are at high risk for future non-fatal and fatal overdoses (Coffin et al, 2007). 

Within this category of non-fatal overdoses, there are several related metrics that could be 

collected, including: hospitalizations due to non-fatal overdoses; ED visits due to non-fatal 

overdoses; drug causing the overdose, when data is available; and socioeconomic status for 

individuals with overdoses, which could be further broken down by drug type. Subcategories of 

these non-fatal overdoses include whether the overdose was intentional, unintentional, 

undetermined, or an adverse effect of opioid agonist therapeutic medication. 

Possible data sources for overdoses include: medical systems in Green County, including the 

Monroe Clinic; the State Unintentional Drug Overdose Reporting System (SUDORS); 

emergency medical services; police departments; fire departments; and ODMAP (see Appendix 

A). 

Opioid Use Disorder, Medication Assisted Treatment, and Chronic Non-

Malignant Pain 

To understand the scope of the opioid epidemic and drug use more broadly, it is important to 

track the number of persons with documented drug use. The number of patients with a diagnosis 

of conditions such as Opioid Use Disorder can inform stakeholders of the scope of opioid use in 
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Green County. Though this is unlikely to capture all drug users, as many people avoid disclosing 

drug use to healthcare providers, it is still valuable to track over time. 

The percent of individuals with Opioid Use Disorder who receive medication assisted treatment 

and/or psychosocial treatment is valuable information as well. This metric would offer insight 

about difficulties for patients to accessing adequate treatment, and if providers are appropriately 

referring patients to treatment options. Tracking other diagnoses in which individuals are 

commonly (though sometimes inappropriately) prescribed opioids, such as chronic non-

malignant pain, could also be useful (Martell et al, 2007). 

Specific metrics include the number of individuals diagnosed with these conditions; number of 

individuals receiving medication-assisted treatment; incidence and diagnosis rate of chronic non-

malignant pain, as well as opioid prescriptions for this condition (Minnesota DHS, 2018).  

Possible data sources include Alcohol and Other Drug Use of Green County Human Services; 

Green County medical systems, such as the Monroe Clinic; and data from large surveys such as 

the National Survey on Drug Use and Health or Behavioral Risk Factor Surveillance Survey 

(BRFSS). 

Opioid Prescribing Practices 

Inappropriate opioid prescribing is a significant driver of the opioid crisis. Most individuals who 

use strong opioids like heroin and fentanyl began with using opioid prescriptions, and 

inappropriate prescribing is associated with higher mortality and overdoses (Rose et al, 2018).  

This metric is important because it measures a common local source of opioids for Green 

County, is amenable to be decreased, and can alert stakeholders about providers that may 

prescribe more opioids than recommended. 

Specific metrics could include: the total number and rates of opioid prescriptions filled, in 

particular for high dose opioids (>90 morphine milligram equivalents dispensed/day); days of 

supply per prescription (e.g. less than or greater than a month supply); morphine milligram 

equivalents dispensed; source of opioid prescriptions (e.g. ED, clinic, hospitals); and concurrent 

opioid and benzodiazepine prescription (Minnesota DHS, 2018). 

Possible data sources include the Wisconsin Prescription Drug Monitoring Program (PDMP); 

Green County medical systems, such as the Monroe Clinic; and pharmacies in Green County. It 

is important to note that police can pull data from the PDMP. 

Narcan/Naloxone Use 

Naloxone (or Narcan) is an opioid antagonist that can reverse opioid overdoses. It is an important 

way to prevent deaths due to opioids, and there is evidence that making Naloxone widely 
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available through pharmacies without a prescription, prescribing them to patients and families of 

patients with opioid use disorders, and having first responders like fire, EMS, and police carry 

Naloxone are effective at reducing mortality due to opioids (Doyon et al, 2014; Seal et al, 2005). 

Metrics include: number and percentage of patients with opioid use disorder prescribed 

naloxone; quantity of naloxone distributed from pharmacies; number of uses in emergency 

departments; and number of uses reported in the field from EMS, fire, and police. 

Data sources include EMS, police departments, fire departments, emergency departments, and 

pharmacies. ODMAP could possibly capture this information from several agencies in the field 

(see ODMAP, Appendix A). 

Law Enforcement 

Opioid-Related Arrests 

Law enforcement plays an important role in response to the opioid crisis. They are often on the 

front lines of interacting with those who use and distribute drugs like opioids. These interactions 

could present an opportunity for police to intervene and pursue harm-reduction strategies. 

Additionally, tracking metrics for law enforcement gives Green County stakeholders a more 

comprehensive understanding of the opioid crisis as a whole.  

Metrics to consider gathering include arrests due to possession of opioids; distribution of 

opioids; drug seizures; or other crimes (e.g. burglary to obtain opioids). Possible data sources 

include the County Sheriff and local police departments. 

District Attorney 

The District Attorney’s (DA) Office also plays an important role in the opioid crisis. They have a 

unique understanding of the number of opioid users who are processed through the criminal 

justice system. It’s possible that many opioid users in Green Country interact with the DA, which 

could present an opportunity for the criminal justice system to intervene and pursue harm 

reduction strategies. 

Metrics to consider gathering include the number of referrals for opioid-related crimes made to 

the DA each quarter, and the number of those individuals where charges are pursued. Possible 

data sources include the DA and the DA IT program (PROTECT). 
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Court System 

Drug Courts 

Drug courts are specialized court programs that target criminal defendants and offenders, 

juvenile offenders, and parents with pending child welfare cases who have alcohol and other 

drug dependency problems (Drug Courts, 2018). Drug courts have become an important harm-

reduction criminal justice effort to reduce drug use and recidivism among those with substance 

use disorders (County Health Rankings & Roadmaps, 2016). Green County has created a drug 

court program that can be an important asset in fighting the opioid epidemic. 

Drug court metrics to consider are the number of opioid-related cases and number of individuals 

who receive alternative sentencing such as treatment and rehabilitation services. Possible data 

services include Consolidated Court Automation Programs (CCAP), Substance Abuse Human 

Services, and Probation, Parole and Law Enforcement. 

Benefits of Data Sharing Systems 

Developing a data sharing system for a specific issue like opioids can be an incredible asset. 

However, such a venture also requires a great deal of investment. One should carefully consider 

both the costs and benefits of sharing data across agencies. Below is a discussion of the benefits 

of a successful data sharing system. 

Improved outcomes 

Perhaps the greatest benefit of data sharing systems is the potential to improve outcomes. Data 

sharing can offer Green County stakeholders more complete knowledge of the local opioid 

epidemic. Improved understanding in turn creates opportunities for better decision-making 

processes and high-quality service delivery (Ramon et al, 2007). The strong interorganizational 

cooperation required to develop and maintain a successful data sharing system can also lead to 

well-integrated planning and services. All of this will be a boon for meeting opioid users’ needs 

and potentially reducing morbidity and mortality due to opioids. 

Having the capacity to identify problems as they develop in real time can be a major asset of data 

sharing systems for improving outcomes. Integrating timely public health and public safety data 

is particularly important for confronting the opioid crisis, as several overdoses can occur in a 

short period of time, especially if a “bad batch” of opioids arrives (Police Executive Research 

Forum, 2016; Darke et al, 1999). Publicly available data sharing systems like ODMAP that have 

the capacity to alert agencies when multiple overdoses occur can be an incredible asset 

(ODMAP, 2018). This capacity could help public health officials mount appropriate responses to 
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prevent future overdoses, such as by alerting other Green County agencies, contacting 

neighboring counties, or developing a timely PSA.  

Increased efficiency and cost savings 

Improved efficiency is another advantage of data sharing systems. Because agencies are often 

siloed, there can be duplicated or even conflicting programs and policies in place by various 

stakeholders. By collaborating, developing trust, and ultimately sharing data between 

stakeholders in the opioid crisis, it may be possible to reduce duplicate data collection, 

processing, and storage activities, thus lowering costs and burdens on staff (Gil-Garcia, 

Chengalur-Smith, & Duchessi, 2007). Additionally, access to real-time data across multiple 

systems can make service delivery more efficient, facilitate agencies better allocating resources, 

and help policymakers to develop appropriate policies and programs (Police Executive Research 

Forum, 2016). 

Data sharing initiatives can also offer cost savings. Especially for conducting research, primary 

data collection is very time- and resource-intensive compared to integrated administrative data 

sources (Culhane et al, 2010). Data sharing systems can also reduce the need for costly and 

frequent data requests, especially for grant applications and community needs assessments. 

Increased organizational capacity 

The process of developing data sharing systems helps increase organizational capacity. As the 

involved stakeholders discuss the important opioid-related metrics to measure, definitions and 

data collection processes can be standardized and technical resources shared (Gil-Garcia, 

Chengalur-Smith, & Duchessi, 2007). Additionally, data systems facilitate coordination and 

sharing of knowledge within and between organizations, which strengthens professional 

networks and promotes collaborative efforts (Police Executive Research Forum, 2016). 

Improved grant funding 

Importantly, data sharing systems can create opportunities to increase funding levels. 

Demonstrating to funders that a strong network of organizations and agencies has developed data 

collection and sharing systems can be major assets. Additionally, agencies often have a short 

timeframe to apply for grant funding, and data sharing systems can facilitate having access to 

relevant data in a timely fashion (Gibson, 2018). Any funding can further increase the ability of 

this collaborative to respond to current and future opioid-related threats in Green County. 

Increased interorganizational collaboration 

Strong interorganizational collaboration is needed for a successful data sharing system (O’Brien, 

2018). Cooperation is maintained through invested leadership, strong social and professional 

networks, and the sharing of information, strategies, and goals (Gil-Garcia & Sayogo, 2016; Gil-
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Garcia, Chengalur-Smith, & Duchessi, 2007; Police Executive Research, 2016). 

Interorganizational collaboration can also facilitate the effective allocation of resources across 

the county (Culhane, 2010). Finally, developing data sharing systems specific to opioids can 

facilitate the sharing of data related to other public health and public safety issues (Gibson, 

2018). 

Improved accountability 

Multi-agency coalitions with the ability to produce important and timely data improves 

accountability among participating stakeholders. (Gil-Garcia, Chengalur-Smith, & Duchessi, 

2007; Police Executive Research Forum, 2016.) Additionally, increased dissemination of 

stakeholders’ achievements as well as their broader program and policy goals can strengthen 

their reputation in the community. Finally, real-time response to the opioid crisis can provide the 

means and justification for important PSAs that increase the public’s awareness of the 

collaborative’s work and confidence in it. 

Barriers

Although there are many benefits of data-sharing systems, potential barriers should be 

considered prior to implementation. A systematic review of the literature on data sharing in 

public health found technical, economic, political, and legal barriers commonly mentioned 

(Panhuis et al, 2014). Below we discuss these barriers in more detail and provide examples that 

highlight these challenges.  

Funding 

Creating a data-sharing system is a long-term, large-scale, and resource intensive project. 

Budgetary allocations will be dependent upon the scale of the data sharing platform proposed. 

Overall, a large portion of resources will be needed for the early stages of developing a data 

sharing system. The Milwaukee DataShare and Cardiff Model will serve as examples for this 

section (Downey & Olson, 2013). 

As an example, the Milwaukee DataShare group budgeted nearly $300,000 to collect opioid-

related data and add it to their existing integrated data system (IDS) over a 30-month period. In 

comparison, Green County’s budget for a data sharing platform will be considerably lower, but 

would still demand a large number of resources for development. (Milwaukee Data Share, 2018). 
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Initial funding areas 

With data-sharing projects, initial costs are typically considerably higher than long-term 

maintenance costs. There are three major priorities to consider: data management, sharing data, 

and analyzing and disseminating your findings. Understanding each of these three areas will help 

with developing a proper budget for the data sharing platform (Pisani & AbouZahr, 2010).  

Data Management 

Data management is a very important aspect to consider. The policies implemented around data 

management will define the quality of your data library (i.e. accessibility, user friendly, 

understandable, etc.). Initial steps will include compiling datasets from all agencies involved into 

one data library, which undoubtedly will mean converting multiple data libraries into one 

cohesive library. Metaphorically speaking it will be like converting agency specific reports from 

a French, Italian, and Spanish into English. Your data will need to undergo a similar translation 

process in order to fit into the data platform. The data analyst responsible for this task will also 

be responsible for managing the data library after it has been developed as well as continuously 

inputting new data in the correct form (Pisani & AbouZhar, 2010; Downey & Olson, 2013). 

Developing metadata standards is also an area worth noting. Agencies involved in this data 

sharing platform will need to adhere to strict data collection, management, and dissemination 

methods in order to maintain long term ease of accessibility. Going back to the language 

example, agencies cannot continue creating reports in Spanish, French, Italian, or whichever 

language they prefer. After becoming a part of the data sharing platform, they will need to adhere 

to creating reports in English, or the format that is best preferred by the data sharing platform.  

This may result in budgetary demands to upgrade computers, data collection methods, and other 

areas. It is important to create a foundation that will maintain your data for long term use with 

minimal future improvements to avoid more spending costs (Downey & Olson, 2013). 

Sharing Data 

Data sharing is no easy task and will require coordination by all agencies. A data analyst and/or 

data manager, as mentioned previously, is an investment that should be considered. Not only will 

the data analyst be responsible for managing the dataset and inputting new information, he/she 

will also serve as a resource or expert to answer any data related questions related to the platform 

(Panhuis, 2014). Understanding the data that will be shared amongst agencies is very important 

for proper utilization of this program. The analyst will also be responsible for holding training 

and informational sessions related to data collection, data standards, and all data policies related 

to the data sharing platform to best educate participants on the data sharing arrangement 

(Panhuis, 2014).  
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Policies will need to be drafted in order to make the sharing of data cohesive and secure. More 

will be discussed regarding the security of data in a section further in the report. Cohesiveness of 

data sharing will also need to be a priority and will bring many challenges. Understanding past 

policies in data collection will be important in creating new policies. It is important to document 

and detail past procedures and collection methods to disseminate amongst agencies to overcome 

many of the challenges that come with data conversion and sharing that will impact future 

analyses and recommendations. For example, gaps in data collection will need explanation. Was 

this information mistakenly omitted, has it not been inputted, and should we continue to collect 

this information in the future? These are all kinds of analytical questions that agencies will need 

to ask themselves when reviewing data for the platform. 

Data Analysis 

Data analysis is an important area that will need budget allocations and will ultimately facilitate 

motivation by the agencies involved (Panhuis, 2014). Quarterly, bi-annual, and/or annual reports 

will provide the agencies involved an understanding of their investment into the data sharing 

platform. Data analyses should also be utilized as incentives for agencies to participate in the 

data sharing platform through predetermined expectations on how agencies will utilize the 

accessible data. 

Issues to Consider 

The ultimate issue to consider is how to acquire the necessary funding for initial startup costs, 

specifically, who will take on the responsibility to acquire these funds. This is another area that 

will need to be considered by the committee when outlining the timeline for this project. Funding 

is an important aspect for the success of this data sharing platform and the committee will need 

to recognize an individual or group of individuals who will be responsible for funds.   

Public health has limited availability to funding and other necessary resources and is an obvious 

barrier for many projects. With the opioid crisis affecting many communities throughout the 

nation, grants and other funding are easier to come by. State health departments and federal 

health agencies are working full force to understand and combat the opioid crisis. Collaboration 

amongst communities, big or small, is the key to containing the effects and getting help for the 

individuals that need it the most.  

How to Address Issues 

There are two major ways of classifying fundraising efforts: internal revenue and external 

revenue. Grants (external revenue) will be an important catalyst for the development of this data 

sharing platform and will require continued efforts to seek out and apply for new grants. Internal 

revenue should also be considered by Green County. What is meant by internal revenue is to 

generate a portion of the funds through participating agencies by having them pay a small 

portion to be included into the data sharing platform, or to gain access to certain aspects of the 
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data sharing platform. Their buy-in will incentivize collaboration and utilization of the data 

library.  

The initial costs will be much higher than the long-term maintenance costs, which means a short-

term grant may be able to cover the starting costs. Bob Gibson has already initiated work in this 

area by applying for a grant funded by the Division of Public Health in the Wisconsin 

Department of Health Services. The grant is awarding public health crisis response funding to 

Local Public Health Agencies, Health Emergency Readiness Coalitions, Tribal Health Centers, 

and Regional Trauma Advisory Councils to work to strengthen public health preparedness and 

response around the ongoing opioid overdose epidemic in Wisconsin (Gibson, 2018).  

Maintenance Funding 

Maintaining a data sharing platform requires fewer financial resources than the initial startup 

costs, but should not be neglected. Technology is continuously upgrading and becoming 

increasingly sophisticated, providing users with high-tech tools that can be utilized more 

efficiently in their daily lives. Data sharing platforms are constantly undergoing upgrades, which 

will affect current data standards and policies. These policies will need to be updated with 

upgrades and should be evaluated by a data specialist. 

Issues to Consider 

Even though maintenance costs will remain relatively low, agencies will need to consider 

intermittent and required modifications to the platform. Technology is constantly changing and 

evolving to benefit research and the data library, and it is necessary to continue integrating new 

updates to old systems. This will allow for future expansion and reduce the need to develop a 

completely new platform every few years, which would result in large sums of financial 

resources spent.   

How to Address Issues 

To address these issues, it is recommended that the agencies involved develop a set of specific 

goals the data sharing platform will achieve as well as a timeline of necessary updates the 

platform will undergo. This should be integrated into the budget plans for the project. A financial 

expert and data experts will need to be consulted for a precise development of goals related to 

the data library and the financial resources needed for the project.  

Technical Barriers 

Perceived hardware and software complexity are often cited as barriers to implementing a data 

sharing system (Gil-Garcia, Chengalur-Smith, & Duchessi, 2007). When developing a data 

sharing system, choosing a platform that will allow you to communicate your data effectively is 

critical to the success of the system. The following section will discuss the technical limitations 
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of the previously mentioned data sharing systems and provide examples of existing systems 

addressing these technical challenges (see Appendix A). Finally, this section will examine the 

importance of internal and external data security. 

System Structure 

Issues to Consider 

Regardless of the system structure, there are many common technical barriers that can decrease 

the functionality of the data sharing system (Gil-Garcia, Chengalur-Smith, & Duchessi, 2007). 

As previously mentioned with HIE, if the information is not being collected or the system is not 

capable of recording the metrics of interest, it may require more technical resources than 

anticipated to incorporate and share this information (Fontaine et al, 2010). When the data is 

stored in different formats within each organization it can also be more difficult to combine and 

share data. Even if the data is stored in the same format, extracting, cleaning, and importing data 

between systems can be time consuming and inefficient (Police Executive Research Forum, 

2016). Once the system has been implemented, there may be a delay between information in the 

system and information in reality. 

How to Address Issues 

Although technical barriers are common, many existing data sharing systems have found ways to 

address these problems. When the Cardiff Model was developed, they worked with Epic IT 

professionals to create new sections in the patient’s medical records when they discovered that 

certain metrics of interest were not being collected in the existing Electronic Health Record 

(EHR). They also worked closely with nurses and physicians to ensure they were willing and 

able to collect and input this new information into the chart when patients were seen in the ED. 

They emphasized the importance of nurse and physician champions in gaining acceptance and 

increasing understanding of the opioid crisis as a public health issue. Additionally, ODMAP is 

tool specifically designed for the opioid epidemic and provides a platform for collecting and 

storing opioid metrics, if they are not already being collected (ODMAP, 2018).  

In the Cardiff Model, EMS and police officers were able to continue to collect data in their 

original systems. On a monthly basis, they extracted the relevant data from their system and sent 

it to a data analyst, allowing them to avoid the common issue of incompatible data formatting. 

While extracting, cleaning, and importing data between systems can be time consuming, many 

existing data sharing systems rely on the use of a research or administrative assistant. The 

Cardiff Model hired a part time research assistant to extract, de-identify, and consolidate the data 

to be sent to the data analyst on a monthly basis. The Camden Coalition hired a similar assistant 

who was in charge of overseeing the data extraction and analysis process. Additionally, the 

Camden Coalition recommends hiring an IT professional who has worked on a similar system 

previously to help address any further issues that may arise during the process of implementing 

the data sharing system. Finally, ODMAP is one of the only systems that allows for data 
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collection in real-time to address the delay between data in the system and in reality (Darke et al, 

1999).  

Security 

When information is aggregated and shared between different organizations, there is a risk of the 

data being accessed and used inappropriately. The use of internal and external security measures 

can decrease the threat to system security. This section examines potential security threats and 

provides examples of protective measures. 

Issues to Consider 

Under the Health Insurance Portability and Accountability Act of 1996 (HIPAA) Security Rule, 

organizations must assess the vulnerability of electronic protected health information (PHI) and 

establish appropriate safeguards to ensure the confidentiality of the protected information (HHS 

Office, 2013). When data is accessible by multiple users, such as in a data dashboard, the data 

can be misused which threatens data security internally (Rosenfeld et al, 2007). Users may 

access the information outside of a secure facility or access information beyond the scope of 

their work (Henry M., 2015). Additionally, data security may be threatened externally when 

information is stored or shared between organizations. 

How to Address Issues 

The HIPAA Security Rule recommends multiple measures to protect the internal and external 

security of electronic PHI (ODMAP, 2018). The recommendations include controlling access, 

monitoring activity in the system, integrity controls to ensure the information is not altered or 

destroyed, and transmission security to protect against unauthorized access (ODMAP, 2018). 

ODMAP protects the information stored electronically by having different levels of users with 

different access to the data (Darke et al, 1999). Level 1 users enter data into the system without 

identifying information. Level II users are required to use a password and have access to all 

information collected by the level I users. Similarly, ArcGIS has level 1 and level 2 users with 

strict guidelines over who can view the data.  

In the Cardiff Model system, only the data analyst has access to the de-identified information. 

This system does allow you to zoom in on the map to see an exact location of assaults, but this 

information is not available to the public. With data dashboards, where multiple users may be 

entering and analyzing the data, passwords are often utilized to guarantee the internal security of 

the information. Additionally, hardware, software, and procedural mechanisms can be used to 

protect against external threats to data security (Human Services, 2013). 
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Organizational Culture as a Barrier to IDS Implementation 

The data sharing platform will be shared amongst multiple agencies requiring policies and 

standards developed around the data library that will be agreed upon by all participants. Not only 

will this create more work, but may also result in pushback by many participants. Flexibility will 

be necessary to overcome many of the cultural and organizational barriers that will be discussed 

in this section.  

Issues to Consider 

Many organizational and cultural barriers present themselves in the form of motivations in the 

data sharing context (Panhuis, 2014). Data sharing requires a lot of time and resources, both of 

which are lacking in the public sector.  This results in an opportunity cost for all agencies who 

will participate in the data sharing platform (Pisani & AbouZahr, 2010).  

A second organizational barrier that will present itself is the consensus on data use agreements. 

Data is a very valuable asset for any agency or institution and requires monitoring of how it will 

be used and who will have access to it. Misuse of data is an area of concern when it involves 

sensitive information like medical data and legality of sharing such information. This topic was 

previously touched on in the ‘Security Barriers’ section and will be further covered below in the 

‘Legal Barriers’. Defining parameters that the participants are comfortable with will be a 

challenging task, but a necessary part of a successful data sharing agreement.   

How to Address Issues 

Personal and institutional incentives will be the key to addressing the issues mentioned above. 

Many data sharing platforms have utilized an enrollment fee to increase incentives. Agencies are 

required to pay a small fee in order to gain access to the data sharing platform. This will help 

with the maintenance costs mentioned in the previous section as well as ensure utilization of the 

data library. The small fee will also entitle agencies involvement in the development of a data 

agreement. 

Developing a data agreement will need to be seriously considered by all participants. Examples 

of data agreements can be found in Appendix B. This agreement will be a key foundational piece 

to build trust between the agencies involved in the data sharing platform. This agreement will 

also facilitate an agreement on the standards that agencies should adhere to when collecting, 

transferring, inputting, and managing their data. 

Misuse of shared data will also need to be addressed by a data agreement. As stated previously 

data is very sensitive and valuable with a lot of responsibility attributed. Agencies need to be 

comfortable sharing their data amongst other agencies. Data agreements must define what 

activities would be considered misusing data. Resources will have to be made available to 
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participants who have further questions for clarifications. A protocol for handling cases of data 

misuse will need to be developed as well (Panhuis, 2014; Downey & Olson, 2013).  

Political and Cultural Barriers 

Other than the overall apprehensive nature of sharing data between agencies due to the 

possibility of data misuse there will be other political and bureaucratic barriers to consider. 

Barriers have been embedded into the public health system due to the governance framework 

grounded in a political or socio-cultural context. 

Issues to Consider 

Agencies may have implemented specific policies that may restrict the use and sharing of data. 

This is a barrier that will define the extent of the data sharing platform and will also affect the 

coalition’s decision on their sources of data. Furthermore, inconsistencies in policies regarding 

data sharing will create constraints and will need to be considered when developing data 

agreements.  

How to Address Issues 

It is important to understand each agency’s data-sharing policies and constraints before moving 

forward with building the data-sharing platform. This barrier will be the limiting factor that 

will define your data library. If data related policies are too constraining it may be an indication 

to utilize other sources like data collected by the Department of Health Services, County Health 

Rankings, and the Department of Public Health.  

Legal Barriers 

Legal barriers are also commonly cited as a challenge to sharing information between 

organizations. However, the laws protecting health information are often misunderstood, which 

leads practitioners to assume the laws are more restrictive than the regulation requires. 

Generally, these laws are meant to provide guidance about the conditions in which PHI can be 

shared. 

While there are many laws protecting health information, Health Insurance Portability and 

Accountability Act of 1996 (HIPAA), is considered one of the most important barriers to 

exchanging health information. Additionally, unique real and perceived legal challenges arise 

when collaborating between the criminal justice system, mental health, and substance abuse 

treatment programs regarding the sharing of individual information. Substance abuse treatment 

information is protected under 42 CFR Part 2, a portion of the Code of Federal Regulations 

(Petrila & Fader-Towe, 2010).  
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Health Insurance Portability and Accountability Act of 1996 (HIPAA) 

Issues to Consider 

HIPAA establishes federal standards for privacy and security of PHI (Summary of HIPAA, 

2013). The Privacy Rule under HIPAA addresses the use and disclosure of individual PHI and 

applies to healthcare providers, health plans, and healthcare clearinghouses (Summary of 

HIPAA, 2013). The Privacy Rule protects all individually identifiable health information, such 

as name, date of birth, address, and social security number (Summary of HIPAA, 2013). 

Information covered under the Privacy Rule may not be disclosed unless written authorization 

from the subject of the information is obtained (Summary of HIPAA, 2013).  

How to Address Issues 

However, obtaining authorization for the use of PHI can be challenging and inconvenient, so de-

identifying individual information is often the preferred method for using health information. 

The use and disclosure of de-identified information does not apply to the restrictions under 

HIPAA. To de-identify PHI, the specific individual identifiers listed above must be removed. 

Additionally, the Privacy Rule permits the use of PHI without individual authorization if the 

information is to be shared for the purposes of treatment, payment, or health care operations 

activities. Health information may also be shared as required by law and in judicial orders.   

Many existing data sharing systems have overcome legal barriers, such as those outlined above.  

The Cardiff Model uses de-identified health information to track trends in the opioid metrics of 

interest. As previously mentioned, a research assistant was hired to collect information from the 

EMR, de-identify the information, and send the data to the data analyst. In this example, only 

one member of the research team has access to PHI. The Minnesota Dashboard avoids this issue 

by only using aggregated data that has previously been de-identified in their dashboard. 

42 CFR Part 2 

Issues to Consider 

42 CFR Part 2 is part of the Code of Federal Regulations that is concerned with the 

confidentiality of alcohol and drug abuse patient records and applies to all federally assisted 

programs (Summary of HIPAA, 2013). While HIPAA does include mental health information, 

42 CFT Part 2 tends to be more restrictive in the information that can be shared. 42 CFT Part 2 

requires consent in many cases of PHI excluding emergencies, court order, and other specific 

provisions (Summary of HIPAA, 2013).  

How to Address 

Law enforcement officials are not covered under HIPAA or 42 CFR Part 2. Thus, if an officer 

learns of an individual’s substance abuse or mental health condition, they are allowed to share 

this information and include it in a report, if applicable. Additionally, 42 CFR Part 2 does not 



18 

require drug court hearings to be closed. However, when information is disclosed in a court 

order, Part 2 requires that steps be taken to protect patient confidentiality (Angie, 2013).  

Other Legislative and Regulatory Considerations 

The Health Information Technology for Economic and Clinical Health (HITECH) Act of 2009 

provided federal funding for health information technology. The HITECH act provided 

incentives to physicians and hospitals to implement EHRs (Mennemeyer et al, 2016). Under 

HITECH, business associates must comply with the provisions of HIPAA. Business associates 

are entities that perform activities that involve the use or disclosure of PHI for a covered entity, 

such as providing legal advice or claims processing.

There are many other laws that govern the sharing of information, often at the state level, that 

should also be considered when developing a data sharing system. Creating legal documents and 

consulting with legal counsel in the process of system development can be useful for addressing 

these barriers. 

Key Considerations in Creating Data Sharing 

System 

When developing a data sharing system, the previously mentioned barriers should be taken into 

consideration. Developing data sharing agreements or memoranda of understanding (MOUs) can 

address multiple barriers and facilitate discussions around the use of the data. The following 

section further discusses the importance of these documents. 

Data Sharing Agreements and Memoranda of Understanding 

Data sharing agreements or memoranda of understanding are documents reflecting an agreement 

between two parties (Developing Data Sharing Agreements, 2018). Ideally, these documents 

should be developed and signed before the implementation of the data sharing system, providing 

the foundation for the rest of the project. These documents should involve stakeholder 

participation and focus on addressing concerns and building trust between the organizations. 

Throughout the process of implementation, partners can refer to the agreements for guidance on 

the continuation of the project. 

Additionally, data sharing agreements can help to address the technical, organizational, political, 

and legal barriers previously discussed. Most data sharing agreements discuss what data will be 

shared, how and with whom the data will be shared, and how data will be kept secure. The 

process of developing the data sharing agreements will establish open communication between 

partners to ensure success of the data sharing system. 
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We have included examples of data-sharing agreements or memoranda of understandings 

in Appendix B.  
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Recommendations 

Developing a data-sharing system in Green County is possible by taking into consideration the 

previously mentioned barriers. Based on our discussions with community members from Green 

County, they have been collecting relevant data within each agency. Future directions should 

involve increasing collaboration with additional stakeholders, addressing challenges with system 

structure and security, and establishing appropriate legal frameworks to facilitate the sharing of 

data within each agency. Addressing these financial, technical, legal, and organization barriers 

will allow Green County to develop a data sharing system to combat the opioid crisis. 

Short Term (High Priority) 

Establish a coalition for data sharing 

Initially, when developing a data-sharing system, it is important to consider the coalition or 

organization that will be responsible for the system. This organization will apply for grants to 

obtain funding for the system, will hire the necessary technical and administrative assistants, and 

be in charge of managing data and generating reports. The Criminal Justice Coordinating 

Council or the Green County Healthy Community Coalition may be chosen as this organization, 

but important organization barriers mentioned above should be considered prior to this decision. 

Engage stakeholders 

Engaging with stakeholders early and often will be crucial to the success of the data sharing 

system. For example, discussions with stakeholders in healthcare and law enforcement about 

their role in the system can help to begin addressing funding and legal barriers for sharing data. 

These discussions should include the type of data shared, the type of agreements necessary, and 

the cost for obtaining this data. Additionally, establishing connections with IT professionals 

about the potential for adding any novel metrics to existing data collection systems will be 

helpful for the rest of the project. Finally, it will be important to decide if the general public will 

have access to results or reports from this data sharing system, or if it will remain an internal 

document among participating stakeholders. 

Begin discussing system structure  

While it is not necessary to finalize the system that will be used in the early stages of program 

planning, it is important to start thinking about the larger implications for each of the different 

system structures. One of these larger considerations is the purpose of the data-sharing system. 

Specifically, considering whether the data will be used for real time response, long term 

prevention, or both. ODMAP is a tool that allows for real time response and is an easy tool to 

begin using as soon as possible. If the goal is long term prevention and obtaining funding for 

future projects, an aggregated data system may be more beneficial.  
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Another important consideration at this stage is the decision to use aggregated de-identified data 

or individual-level data. Discussing available data with the Department of Health Services 

(DHS) could be useful in making this decision. They provide aggregated, de-identified data at 

the county level and it may be relevant to include in the system. 

Identify funding needs 

Once the goals for the project have been established, it is important to consider a budget for 

system development and maintenance of the system. This report has provided some guidelines 

for certain costs, but discussing further with stakeholders such as healthcare organizations, law 

enforcement, and IT professionals will allow for a more thorough budget to be developed. 

Mid Term (Medium Priority) 

Apply for grants and other funding sources  

Once the committee has identified the funding needed for the project and created a detailed 

budget, applying for grants and identifying other funding sources will be a priority. When 

applying for grants, seeking out those that are long-term, renewable, and align with the data 

sharing coalition’s goals and vision are important areas to consider. It will also be useful to 

consider the data source used for this data sharing platform. Using individual level data will give 

you richer data, but will require more translation and clean-up. Data available by the state or 

other sources will require less cleaning, but will not be as rich and meaningful for the coalition’s 

goals.  

Long-term grants will reduce the frequency of applying for grants and the same goes for those 

that are renewable. Applying for grants that align with the goals outlined by the coalition will 

also create efficiency and reduce opportunity cost associated with grant writing.  

Finalize Metrics with Committee 

To make data collection more efficient your committee members will need to finalize a list of 

opioid-related metrics that will be included in the data sharing platform. A list of metrics can be 

found in the ‘Opioid-Related Metrics’ section. As discussed previously, including a greater 

number of metrics in the data-sharing platform will increase the richness of the data, the number 

of stakeholders involved in this project, and the complexity and cost of this data sharing venture.  

Decide on Data Sources 

Deciding which data sources to use for the data sharing platform is a crucial step and will affect 

the efficiency and longevity of your aggregate data. This decision will also affect the type of data 

sharing agreements that will be drafted. There are ultimately two options for the source of your 

data: county-level data that stakeholders in your coalition will collect or state level data. 
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Collection of data by members of the coalition will require more resources, but will provide very 

rich and applicable data. Data collection, inputting data, and management of the data will require 

training of individuals and many policies to be implemented and adhered to.  

Using data provided by Department of Health Services (DHS) will require fewer resources, but 

could be outdated, not as representative of Green County, and will limit the types of analyses that 

can be conducted. However, it may be possible to receive Syndromic or rapid response data 

(hospital data reported to DHS) on a more frequent basis from the DHS. The coalition should 

reach out to DHS about the possibility of receiving such reports and determine whether this 

would meet the coalition’s needs.  

It may soon be possible to get state-level criminal justice data. The state-wide Criminal Justice 

Coordinating Council (CJCC) is considering compiling data for all individuals in Wisconsin who 

have been processed through the criminal justice system. This system would include individual 

level data from prosecution, courts, and jails; however, it is unlikely to include health-related 

data from DHS due to HIPAA constraints. While this information would not be specific to opioid 

users, it may be possible to filter through the data and search for individuals with opioid charges 

or convictions. The coalition can follow up about this data in the CJCC coordinators meetings.  

Ultimately, using data from state agencies will be much less costly, but the data may not fully 

meet the needs of this data sharing initiative. Your data source decision will likely be affected by 

the amount of funding available.  

Choose Data-Sharing Software 

After finalizing the data-sharing system structure, metrics, and data sources, the coalition will 

have the necessary information to choose an appropriate data-sharing software. Examples of 

software specific to various types of data sharing systems have been provided in the ‘Types of 

Data-Sharing Systems’ section. However, it should be noted that the examples provided are not 

comprehensive and the coalition should perform their own investigation of potential software 

that could best meet their needs.  

Different software will require distinct skills and knowledge to manage. For example, RStudio is 

a free software with the capacity to create tables and figures for a dashboard, but requires 

experience with the R programming language. The coalition should keep this in mind when 

considering hiring IT professionals to support this data-sharing system (see below). 

Developing Data-Sharing Agreements 

To address the sensitive nature of sharing confidential data, a formal contract should be devised. 

This contract should clearly identify what data will be shared and how it can and cannot be used. 

A data-sharing agreement will protect the agencies providing data by ensuring that data will not 
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be misused. Secondly, the data share agreement will prevent miscommunication regarding the 

use of the data by both the data providers and receivers. This document will promote 

collaboration and discussion regarding data use that has not been documented previously. New 

data use issues and understandings should then be documented and included in a revised data 

share agreement for future use.  

A separate data share agreement should be drafted for the creation of the ODMAP, if the 

coalition decides to implement this recommendation.  

Consider hiring IT professional, administrative assistant  

Creating a data-sharing platform is going to require knowledge and skills related to software 

development, data management, and administrative skills. It is recommended that a professional 

software developer be hired to develop the data-sharing platform. An administrative assistant 

dedicated to this project should also be considered depending on funding options. Both of these 

positions will be important in development and management of the data platform as well as 

adhering to a specific timeline.  

Create evaluation plan  

Evaluation plans should be outlined early in program development. Your evaluation plan should 

include formative and outcome evaluation using both qualitative and quantitative data. 

Determining the degree to which your program goals and policies are being met is important to 

share with all stakeholders in order to improve decision-making related to the data-sharing 

platform. Your evaluation design should be flexible enough to assess intermediate changes in 

opioid related metrics. Evaluations should also include an analysis of  long term goals specified 

by the committee. These goals will steer the potential of the data-sharing platform and should be 

remodeled over time.  

Long Term (Low Priority) 

Begin gathering data on new metrics 

To minimize burden on participating stakeholders, this initiative should avoid requesting that 

agencies gather any new information or metrics that they weren’t previously recording. 

However, if there are data that this collaborative believes are vital to its success and functioning, 

then exceptions can be made. 

It will likely take months or years to begin gathering data about any new metrics. Novel data 

collection and storage processes will need to be developed, and it will also take time to generate 

buy-in from staff whose workflows may change. We recommend networking with other 

jurisdictions in Wisconsin to see if other agencies gather new metrics of interest, and if it is 

possible to replicate their data collection methods. This will save valuable time, energy, and 

resources. 
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Share data, input data into software, create reports 

After Green County stakeholders decide which metrics and data to share, buy the software that 

will compile data, and hire any necessary IT professionals, it will be time to begin the actual data 

sharing. Data should be sent securely to the agency in charge of managing the data, specifically 

to a HIPAA compliant server if working with protected health information. Data will be inputted 

into the software, and reports can be generated. 

It is likely that some stakeholders will lag behind others in gathering data and finalizing data-
sharing agreements. We recommend that this collaborative begins sharing data once any 

stakeholders are ready to do so and the infrastructure exists to receive the data - even if other 

stakeholders are not prepared to share their data. Reports may be quite valuable even if the data 

available is incomplete. There will also be a steep learning curve for sharing, compiling, and 

analyzing the data, so getting practice in these processes sooner rather than later will be valuable 

experience. 

Share results with stakeholders 

Once data have been processed, it is time to share the results with stakeholders. Data and results 

will be provided to stakeholders according to the data-sharing agreements that were previously 

developed. Depending on the terms of the agreement and type of data-sharing system created, 

results may be shared in real-time and on an ongoing basis, or at regular intervals (e.g. monthly 

or quarterly). The coalition may also share results with the general public to promote 

accountability, depending on the sensitivity of the data and goals of the initiative. 

Utilize for prevention efforts 

This data-sharing system should offer stakeholders in Green County a more complete 

understanding of the local opioid epidemic. The coalition managing the data-sharing initiative 

should meet on a regular basis to analyze and discuss reports to see where there may be 

previously undiscovered needs related to opioids or opportunities to intervene. Thus, the data can 

guide local program and policies and assist in evaluating the impact of such interventions.  

Utilize dashboard to apply for grant funding 

The data-sharing system will present opportunities to apply for grant funding. Stakeholders will 

have access to timely data from a variety of agencies, which can be utilized in grant applications. 

By employing data from and highlighting the strengths of this data-sharing system, Green 

Country will be more competitive for grant funding and can use new funding to develop 

programs that better meet the needs of opioid users. 
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Conclusion 

There are multiple stakeholders involved in the opioid epidemic, including law enforcement, 

courts, jails, healthcare, and EMS. Each of these stakeholders’ perspective is crucial to 

understanding the broad factors contributing to and driving this opioid use which is why data 

sharing is an important component to facilitate collaboration. In this report, our team has 

identified the benefits of a data-sharing platform, key barriers and challenges that will arise 

while developing this platform, and a strategic timeline of recommendations outlined by level of 

priority for Green County to focus on as they move forward.  
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APPENDICES 

 

Appendix A: Examples of Data Sharing Initiatives 

 

DataShare 

DataShare is a Milwaukee-based initiative that has developed a far-reaching integrated data 

system. DataShare was originally created to address gun violence and criminal justice in 

Milwaukee by linking data between several agencies that could provide insights on how to 

address these issues (O’Brien, 2018). DataShare has connected data from stakeholders such as 

law enforcement, corrections, courts, prosecution, healthcare, and schools. As the opioid 

epidemic has grown, Data Share helped found the Unscrambling Data for Urban and Rural 

Opioid Resiliency project to bring in new agencies that could provide data to address the opioid 

issue. This includes EMS, medical examiners, Milwaukee Health Department, and prescription 

drug monitoring programs (PDMPs). 

 

Data Share is a classic integrated data system in that it links individual data between all of these 

different agencies. This allows its analysts “to create an illustration of an individual’s journey 

through public services. The path will be linked with waypoints that may show the various steps 

within a journey taken by someone using opioids, from an Emergency Department visit through 

multiple support systems and possibly the criminal justice system. By analyzing the journey 

taken, agencies can develop strategies to redirect the path of patients on a similar trajectory” 

(Medical College of Wisconsin, 2016). This data system is supplemented with all-stakeholder 

reviews of overdose fatality cases that aim to identify system weaknesses that could have 

contributed to a fatality. 

 

It took approximately 6 months to create the Data Use Agreements for agencies sharing medical 

data related to opioids. However, Dr. O’Brien stressed that they already had much infrastructure 

in place through their existing integrated data sharing system. They also were already partnering 

and had developed relationships with some of the agencies that provided opioid data. If this were 

not the case, it would likely have taken much longer. 

 

The costs for adding the opioid data to the existing DataShare system was nearly $300,000. 

These costs covered data integration, analysis, and storage for 2.5 years, though mostly covers 

staff costs. However, these expenses were with a lot of infrastructure already in place, and so it 

would have likely cost more if they were starting from scratch. 

 

Given the variety of stakeholders involved in DataShare, it encourages a multi-agency response 

to the opioid epidemic and breaking out of traditional silos. Data Share is currently developing a 
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dashboard for overdose reviews, which will visualize data including overdose locations, the 

demographic information of individuals who have overdosed, and the hospital destination of 

those who overdose.  

 

There are privacy concerns and barriers with DataShare, given that the initiative receives data 

sets with identifying information. After identified data is received, the data is linked with that of 

other agencies and then de-identified. After de-identification, the information is viewed in 

aggregate. The agencies that provide information to DataShare have created data sharing 

agreements and Memoranda of Understanding to outline what information they share and also 

what data those agencies can receive from DataShare. Data is de-identified for data requests, 

except when identifying information is required for prevention purposes. Data is stored in a 

location that is HIPAA and FERPA compliant. Traffic is monitored securely on servers and can 

be accessed only through a secure portal. Only a select few data managers have access to 

identifying information.  

 

To minimize creating extra work for stakeholders, DataShare has tried to build upon the data that 

each agency is already collecting. They have not added new instruments or data collection 

methods that they view would be burdensome for agencies and possibly reduce participation. 

 

Dr. O’Brien also noted that there were other barriers to the sharing data among agencies. 

Sometimes unexpected information arises from the data that may portray an agency’s work in a 

negative light. This can cause agencies to lose interest in participation or withdraw completely. 

She stressed the importance of having regular meetings with stakeholders where agencies can 

develop shared goals and values to address these types of issues. 

 

Contact information relevant to Data Share: 

Dr. Mallory O’Brien; Assistant Professor, Medical College of Wisconsin; Founding Director of 

Milwaukee Homicide Review Commission and Data Share: mobrien@mcw.edu 

Dr. William Hauser, Senior Research Analyst, Wisconsin Department of Justice: 

hauserwj@doj.state.wi.us 

 

ODMAP 

ODMAP is a map-based data-sharing system. ODMAP is a program developed by the High 

Intensity Drug Trafficking Areas federal program administered by the White House Office of 

National Drug Control Policy. ODMAP is a national data-sharing tool that provides real-time 

overdose surveillance data across jurisdictions. This was developed to support public safety and 

health efforts, as well as mobilize immediate response to overdose spikes (ODMAP, 2018).  

 

ODMAP functions by linking first responders, such as fire, police, and EMS, to a mapping tool 

that they can use on scene. It tracks overdoses and records if they are fatal or non-fatal, if 

mailto:mobrien@mcw.edu
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Naloxone (or Narcan) were used, the overdose location, and time/date. ODMAP is a mobile tool 

that is easy to use with minimal time burden. 

 

ODMAP helps jurisdictions plan and prepare for real-time overdose spikes locally. First, a 

baseline for overdose spikes within a 24-hour period is established, alerts users of the app when 

an overdose spike is occurring in real time, allowing for local quick responses.  This also 

supports regional and national data collection for identifying and tracking overdose trends. Use 

of ODMAP can also help neighboring communities mobilize swift public health responses that 

can reduce and prevent overdose deaths. 

 

After a jurisdiction signs a teaming agreement, it is decided who can input data and who can 

view the map/data over time. Although the information on ODMAP is PHI under HIPAA, 

ODMAP is still HIPAA compliant and certain users covered entities under HIPAA. There are 

exceptions to HIPAA privacy rule that support policies and procedures of ODMAP 

 

There are some limitations to ODMAP. Because there is no directive for jurisdictions to 

implement this data tool, it is used sporadically across the country and state, limiting its use for 

understanding where and when overdose spikes are occurring (O’Brien, 2018). It also does not 

use hospital/ED level data, and so there are overdoses that go missed, but it is possible this 

function will be added in the future. 

 

Minnesota Opioid Dashboard 

The Minnesota Opioid Dashboard is a classic dashboard that uses de-identified, aggregated state 

level data. The Minnesota Department of Health has developed an Opioid Dashboard, which was 

created “to be a one-stop shop for all statewide data related to opioid use, misuse, and overdose 

data prevention” (Minnesota Department of Health, 2018).  This dashboard has linked healthcare 

related data for opioids.  

Metrics include:  

● Opioid overdose deaths, which are further broken down by prescriptions and heroin 

○ Data source: Minnesota Death Certificates 

● Nonfatal overdoses, which are broken down for ED room visits for opioids 

○ Data source: Minnesota Hospital Discharge Database 

● Use, misuse, and substance use disorder, which are broken down into prescription opioid 

misuse, heroin use, admission to treatment for opioid use disorder, and opioid treatment 

program percent capacity 

○ Data sources:  

■ National Survey on Drug Use and Health (NSDUH) 

■ Minnesota Student Survey 

■ Minnesota Survey of Adults Substance Use 
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■ Minnesota Department of Human Services: Drug and Alcohol Abuse

Normative Evaluation System

● Prescribing practices, including the number of opioid prescriptions, the percent of

Minnesota licensed prescribers enrolled in the prescription monitoring program, and

prescribing rate among the top 500 prescribers

○ Data source: MN Prescription Monitoring Program

● Supply, Diversion, and Harm Reduction, including pharmaceuticals distributed, take-

back locations, and quantity of seized drugs

○ Data sources:

■ Drug Enforcement Administration Automation of Reports and

Consolidated Orders System

■ Department of Public Safety Violent Crime Enforcement Teams

● Co-occurring conditions, including hospitalization rate per diagnosis for conditions like

chronic pain and opioid use disorder, opioid use hospitalizations involving suicidal

ideation, infants with neonatal abstinence syndrome, and new cases of HIV with injection

drug use.

○ Data source: Minnesota Hospital Discharge Database

Each metric also includes a narrative describing the metric in depth, analysis, sources used, 

resources and prevention strategies. This dashboard is comprehensive in its exploration of 

health-related opioid metrics. It displays aggregated data and does not appear to have been built 

on any linked individual data. However, it does not include any criminal justice data aside from 

drug seizures. 

Cardiff Model 

The Cardiff Model is a Milwaukee/West Allis based initiative for data sharing that aggregates 

data between hospitals, law enforcement, and EMS to target and prevent violence. This is a map 

type of data-sharing system.  

The Cardiff Model originated in Cardiff, Wales with a physician who recognized a gap between 

his work in the emergency department treating victims of violence and reports of these incidents 

to law enforcement. He devised a model to collect data and collaborate with law enforcement 

and the community to predict and prevent violence. Researchers at the Medical College of 

Wisconsin are working on implementing a similar system in their community. Initially, their 

system began similarly to the model in Cardiff, Wales by tracking locations of fights and assaults 

when victims arrived in the ED. Eventually, they were able to add in layers of data from law 

enforcement and EMS to create maps about the locations of violence in their community. 

Recently, they received a grant which will allow them to add in information about the opioid 

crisis, such as opioid overdoses and PDMP data, to their existing maps. 
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The Cardiff Model is an aggregated data system, meaning that all the agencies extract de-

identified information as an excel spreadsheet and send the data monthly to a data analyst. The 

data analyst then uses ArcGIS to compile the data and generate maps based on the locations of 

the incidents. Their system avoids double counting specific cases by applying spatial-temporal 

filters. If two cases were within 500 feet and 20 minutes of each other they are considered to be 

the same incident. Their coalition meets about once per month to view the maps and identify 

“hot-spots” for violence. The data is then used for prevention planning to ultimately reduce 

violence and opioid use in their community. 

They discussed the importance of taking the time to build a strong coalition to gain the trust of 

the community. When they were adding new metrics to the EMR, nurse and physician 

champions, who held leadership positions, were vital to improving the understanding of the 

system changes in the ED. It was critical to change the culture in the ED from improving 

individual health to understanding their role in improving population health. They experienced 

similar encounters with law enforcement and EMS, but noted the importance of politics in 

collaborating with these agencies. Specifically, they mentioned that after a change in leadership, 

one law enforcement agency decided they did not want to contribute anymore. 

The Cardiff Model was able to break down some of the specific costs associated with developing 

their data-sharing system. They have received a total of three grants from the Bureau of Justice 

and the DOJ since 2015. Initially, they had technical costs such as updating the EMR to include 

the necessary information. They mentioned that some hospitals were able to begin collecting data 

immediately, while others took years to begin data collection. Maintenance costs included the 

research assistant who extracts information from the EMR that costs about $4,000 per year and 

the data analyst who works part time developing the maps. EMS and law enforcement also 

charge a small fee to extract their information. The ArcGIS software costs $2,000 per year, but 

they mentioned that they receive a discount for being an academic institution.  

They also discussed the importance of addressing legal barriers by developing data-sharing 

agreements between the partners. They turned to each agency to determine the type of agreement 

necessary to allow them to share the data, as each agency usually has a different process for data 

sharing. Law enforcement asked them to complete a data application, while a more formal 

agreement was created with the Milwaukee police department. These agencies already had a 

process for extracting and de-identifying information so there was less difficulty obtaining this 

data. The research team already had an agreement in place with the local hospitals that had IRB 

approval and was bound by HIPAA so it was relatively easy to obtain access to this information 

as well. Additionally, they discussed the importance of data stewardship, requiring each member 

of the coalition to sign a confidentiality agreement. Currently, their data is not available to the 

public because it is possible to zoom in to the street level and possibly identify individual cases. 
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The Camden Coalition 

The Camden Coalition was founded in 2002 by a family physician who developed an electronic 

database from medical billing records from the three main hospitals in Camden, NJ to target 

super utilizers of the healthcare system. The coalition expanded to create one of the first health 

information exchanges (HIE) that allowed for linking of patient data across systems for 

improved healthcare delivery. Camden Coalition collaborators include hospitals, laboratory and 

radiology groups, correctional facilities, and social services organizations.  

They discussed the importance of addressing organizational barriers prior to developing the data-
sharing system. The organization in charge of the data needs to be trusted in the community, 

such as the health department. Additionally, they mentioned that looking into the community to 

see what information is already being collected can be beneficial because often data sharing is 

already happening at some level.  

The Camden Coalition stressed the importance of hiring assistance in developing a data-sharing 

system. In creating their system, they hired an IT professional, an administrative assistant, and a 

data analyst. Additionally, they recommend hiring professionals who have previously worked on 

developing a similar system. 

The startup funding for their HIE came mostly through grants to the Camden Coalition. 

However, most of their maintenance funding comes through partner buy-in. This means that each 

agency is required to pay a certain amount to become a member of the Camden Coalition and 

have access to the HIE.  

State of Massachusetts 

The state of Massachusetts has been hard-hit by the growing opioid epidemic. In response to this 

public health issue, the state allowed for sharing of data between government agencies to guide 

policy decisions to better address the opioid epidemic (Massachusetts Department of Public 

Health, 2016). The partnership took a deep dive into data surrounding opioid related issues, 

which allowed them to collaborate to answer critical public health question, listed in the Chapter 

55 Report.  

Questions they investigated include whether having multiple prescribers of opioids increases a 

patient’s risk of fatal opioid-related overdose, and if addition of prescription benzodiazepine to 

opioids increase the risk of fatal opioid-related overdose. Answering these questions has policy 

implications not only in Massachusetts, but the entire country. 
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Appendix B: Examples of Data-Sharing Agreements 

The following section provides examples of data-sharing agreements or memoranda of 

understanding that were used in the development of existing data-sharing systems. They include 

memoranda of understanding between the Camden Coalition and the Department of Police 

Services, a HIPAA agreement between the Camden Coalition and business partners, a data-
sharing agreement between the Camden Coalition and private practices, and two sample data-
sharing agreements. 
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Memoranda of Understanding: Camden Coalition and 

Department of Police Services 
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HIPAA Agreement: Camden Coalition and Business 

Associates 
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Data Sharing Agreement: Camden Coalition and Private 

Practices 



 

  54 



 

  55 



 

  56 



 

  57 



 

  58 



 

  59 



 

  60 



 

  61 



 

  62 

 
 

 



 

  63 

Sample Data Usage Agreement 
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Sample Data Sharing Agreement 



 

  66 



 

  67 



 

  68 



 

  69 



 

  70 

 
 

 



 

  71 

Appendix C: Logic Model 
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